GLOSSARY

In studying the Imperium, Arrakis, and the whole culture which produced Maud’Dib, many
unfamiliar terms occur. To increase understanding is a laudable goal, hence the definitions and
explanations given below.

—Dune, Frank Herbert

Some of the terms in this glossary are from the Internet Security Glossary[RFC 2828].
These are indicated in the glossary by an asterisk.

asymmetric encryption A form of cryptosystem in which encryption and decryption are
performed using two different keys, one of which is referred to as the public key and one of
which is referred to as the private key. Also known as public-key encryption.

authentication®* The process of verifying an identity claimed by or for a system entity.

authenticator Additional information appended to a message to enable the receiver to
verify that the message should be accepted as authentic. The authenticator may be
functionally independent of the content of the message itself (e.g., a nonce or a source iden-
tifier) or it may be a function of the message contents (e.g., a hash value or a cryptographic
checksum).

avalanche effect A characteristic of an encryption algorithm in which a small change in the
plaintext or key gives rise to a large change in the ciphertext. For a hash code, the avalanche
effect is a characteristic in which a small change in the message gives rise to a large change in
the message digest.

bacteria Program that consumes system resources by replicating itself.

birthday attack This cryptanalytic attack attempts to find two values in the domain of a
function that map to the same value in its range.

block chaining A procedure used during symmetric block encryption that makes an output
block dependent not only on the current plaintext input block and key, but also on earlier
input and/or output. The effect of block chaining is that two instances of the same plaintext
input block will produce different ciphertext blocks, making cryptanalysis more difficult.

block cipher A symmetric encryption algorithm in which a block of plaintext bits (typical-
ly 64 or 128) is transformed as a whole into a ciphertext block of the same length.

byte A sequence of 8 bits. Also referred to as an octet.

cipher An algorithm for encryption and decryption. A cipher replaces a piece of informa-
tion (an element in plaintext) with another object with the intent to conceal meaning.
Typically, the replacement rule is governed by a secret key.

ciphertext The output of an encryption algorithm; the encrypted form of a message or data.

code An unvarying rule for replacing a piece of information (e.g., letter, word, phrase)
with another object not necessarily of the same sort. Generally, there is no intent to conceal
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meaning. Examples include the ASCII character code (each character is represented
by 7 bits) and frequency-shift keying (each binary value is represented by a particular
frequency).

computationally secure Secure because the time and/or cost of defeating the security are
too high to be feasible.

confusion A cryptographic technique that seeks to make the relationship between the sta-
tistics of the ciphertext and the value of the encryption key as complex as possible. This is
achieved by the use of a complex scrambling algorithm that depends on the key and the
input.

conventional encryption Symmetric encryption.

covert channel A communications channel that enables the transfer of information in a
way unintended by the designers of the communications facility.

cryptanalysis The branch of cryptology dealing with the breaking of a cipher to recover
information or forging encrypted information that will be accepted as authentic.

cryptographic checksum An authenticator that is a cryptographic function of both the data
to be authenticated and a secret key. Also referred to as a message authentication code
(MAC).

cryptography The branch of cryptology dealing with the design of algorithms for encryp-
tion and decryption, intended to ensure the secrecy and/or authenticity of messages.

cryptology The study of secure communications, which encompasses both cryptography
and cryptanalysis.

decryption The translation of encrypted text or data (called ciphertext) into original text
or data (called plaintext). Also called deciphering.

differential cryptanalysis A technique in which chosen plaintexts with particular XOR
difference patterns are encrypted. The difference patterns of the resulting ciphertext provide
information that can be used to determine the encryption key.

diffusion A cryptographic technique that seeks to obscure the statistical structure of the
plaintext by spreading out the influence of each individual plaintext digit over many cipher-
text digits.

digital signature An authentication mechanism that enables the creator of a message to
attach a code that acts as a signature. The signature is formed by taking the hash of the mes-
sage and encrypting the message with the creator’s private key. The signature guarantees the
source and integrity of the message.

digram A two-letter sequence. In English and other languages, the relative frequency of
various digrams in plaintext can be used in the cryptanalysis of some ciphers. Also called
digraph.

discretionary access control* An access control service that enforces a security policy
based on the identity of system entities and their authorizations to access system resources.
This service is termed “discretionary” because an entity might have access rights that permit
the entity, by its own volition, to enable another entity to access some resource.
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divisor One integer is said to be a devisor of another integer if there is no remainder on
division.

encryption The conversion of plaintext or data into unintelligible form by means of a
reversible translation, based on a translation table or algorithm. Also called enciphering.

firewall A dedicated computer that interfaces with computers outside a network and has
special security precautions built into it in order to protect sensitive files on computers with-
in the network. It is used to service outside networks connections, especially the Internet and
dial-in lines.

greatest common divisor The greatest common divisor of two integers, a and b, is the
largest positive integer that divides both a and b. One integer is said to divide another inte-
ger if there is no remainder on division.

hash function A function that maps a variable-length data block or message into a fixed-
length value called a hash code. The function is designed in such a way that, when protect-
ed, it provides an authenticator to the data or message. Also referred to as a message
digest.

honeypot A decoy system designed to lure a potential attacker away from critical systems.
A form of intrusion detection.

initialization vector A random block of data that is used to begin the encryption of multi-
ple blocks of plaintext, when a block-chaining encryption technique is used. The IV serves to
foil known-plaintext attacks.

intruder An individual who gains, or attempts to gain, unauthorized access to a computer
system or to gain unauthorized privileges on that system.

intrusion detection system A set of automated tools designed to detect unauthorized
access to a host system.

Kerberos The name given to Project Athena’s code authentication service.

key distribution center A system that is authorized to transmit temporary session keys to
principals. Each session key is transmitted in encrypted form using a master key that the key
distribution center shares with the target principal.

logicbomb Logic embedded in a computer program that checks for a certain set of condi-
tions to be present on the system. When these conditions are met, it executes some function
resulting in unauthorized actions.

mandatory access control A means of restricting access to objects based on fixed security
attributes assigned to users and to files and other objects. The controls are mandatory in the
sense that they cannot be modified by users or their programs.

man-in-the-middle attack A form of active wiretapping attack in which the attacker inter-
cepts and selectively modifies communicated data in order to masquerade as one or more of
the entities involved in a communication.

master key A long-lasting key that is used between a key distribution center and a princi-
pal for the purpose of encoding the transmission of session keys. Typically, the master keys
are distributed by noncryptographic means. Also referred to as a key-encrypting key.
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meet-in-the-middle attack This is a cryptanaltytic attack that attempts to find a value in
each of the range and domain of the composition of two functions such that the forward map-
ping of one through the first function is the same as the inverse image of the other through
the second function—quite literally meeting in the middle of the composed function.

message authentication A process used to verify the integrity of a message.
message authentication code (MAC) Cryptographic checksum.
message digest Hash function.

modular arithmetic A kind of integer arithmetic that reduces all numbers to one of a fixed
set [0,...,n — 1] for some number n. Any integer outside this range is reduced to one in this
range by taking the remainder after division by 7.

mode of operation A technique for enhancing the effect of a cryptographic algorithm or
adapting the algorithm for an application, such as applying a block cipher to a sequence of
data blocks or a data stream.

multilevel security A capability that enforces access control across multiple levels of classi-
fication of data.

multiple encryption Repeated use of an encryption function with different keys to produce
a more complex mapping from plaintext to ciphertext.

nibble A sequence of four bits.
nonce An identifier or number that is used only once.

one-way function A function that is easily computed, but the calculation of its inverse is
infeasible.

password* A secret data value, usually a character string, that is used as authentication
information. A password is usually matched with a user identifier that is explicitly presented
in the authentication process, but in some cases, the identity may be implicit.

plaintext The input to an encryption function or the output of a decryption function.

primitive root If r and n are relatively prime integers with n > 0 and if ¢(n) is the least
positive exponent m such that ¥ = 1 mod #n, then r is called a primitive root modulo .

private key One of the two keys used in an asymmetric encryption system. For secure com-
munication, the private key should only be known to its creator.

pseudorandom number generator A function that deterministically produces a sequence
of numbers that are apparently statistically random.

public key One of the two keys used in an asymmetric encryption system. The public key is
made public and is to be used in conjunction with a corresponding private key.

public-key certificate Consists of a public key plus a User ID of the key owner with the
whole block signed by a trusted third party. Typically, the third party is a certificate authority
(CA) that is trusted by the user community, such as a government agency or a financial
institution.

public-key encryption Asymmetric encryption.
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public-key infrastructure (PKI) The set of hardware, software, people, policies, and proce-
dures needed to create, manage, store, distribute, and revoke digital certificates based on
asymmetric cryptography.

relatively prime Two numbers are relatively prime if they have no prime factors in com-
mon; that is, their only common divisor is 1.

replay attacks An attack in which a service already authorized and completed is forged by
another “duplicate request” in an attempt to repeat authorized commands.

residue When the integer a is divided by the integer n, the remainder r is referred to as the
residue. Equivalently, » = @ mod n.

residue class All the integers that have the same remainder when divided by #n form a
residue class (mod n). Thus, for a given remainder r, the residue class (mod n) to which it
belongs consists of the integers r,r + n,r + 2n,....

RSA algorithm A public-key encryption algorithm based on exponentiation in modular
arithmetic. It is the only algorithm generally accepted as practical and secure for public-key
encryption.

secret key The key used in a symmetric encryption system. Both participants must share
the same key, and this key must remain secret to protect the communication.

security attack* An assault on system security that derives from an intelligent threat; that
is, an intelligent act that is a deliberate attempt (especially in the sense of a method or tech-
nique) to evade security services and violate the security policy of a system.

security mechanism A process (or a device incorporating such a process) that is designed
to detect, prevent, or recover from a security attack.

security service A processing or communication service that enhances the security of the
data processing systems and the information transfers of an organization. The services are
intended to counter security attacks, and they make use of one or more security mechanisms
to provide the service.

security threat* A potential for violation of security, which exists when there is a circum-
stance, capability, action, or event that could breach security and cause harm. That is, a threat
is a possible danger that might exploit a vulnerability.

session key A temporary encryption key used between two principals.

steganography Methods of hiding the existence of a message or other data. This is different
than cryptography, which hides the meaning of a message but does not hide the message
itself.

stream cipher A symmetric encryption algorithm in which ciphertext output is produced
bit-by-bit or byte-by-byte from a stream of plaintext input.

symmetric encryption A form of cryptosystem in which encryption and decryption are per-
formed using the same key. Also known as conventional encryption.

trapdoor Secret undocumented entry point into a program used to grant access without
normal methods of access authentication.
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trapdoor one-way function A function that is easily computed, and the calculation of its
inverse is infeasible unless certain privileged information is known.

Trojan horse* A computer program that appears to have a useful function, but also has a
hidden and potentially malicious function that evades security mechanisms, sometimes by
exploiting legitimate authorizations of a system entity that invokes the program.

trusted system A computer and operating system that can be verified to implement a given
security policy.

unconditionally secure Secure even against an opponent with unlimited time and unlimit-
ed computing resources.

virtual private network Consists of a set of computers that interconnect by means of a
relatively unsecure network and that make use of encryption and special protocols to pro-
vide security.

virus Code embedded within a program that causes a copy of itself to be inserted in one or
more other programs. In addition to propagation, the virus usually performs some unwanted
function.

worm Program that can replicate itself and send copies from computer to computer across
network connections. Upon arrival, the worm may be activated to replicate and propagate
again. In addition to propagation, the worm usually performs some unwanted function.

zombie A program that secretly takes over another Internet-attached computer and then
uses that computer to launch attacks that are difficult to trace to the zombie’s creator.



