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Outline 

l  What is Random? 
l  Pseudo Random 
l  Pseudo Random Number 

Generators(PRNG) 
l  PRNG Quality 



Outline 

l  Types of PRNGs 
l  Diehard Battery of Tests of Randomness 
l  Analysis 
l  Results 



Random Sequence 

l  No deterministic pattern 
l  Probability distribution 
l  Water balloons! 



Pseudo Random 

l  Computers are deterministic 
l  Approximation of random 
l  Pseudo Random Number Generator 

(PRNG) 



PRNG 

l  Uniform distribution 
l  Initialization 
l  Period 



PRNG Examples 

l  Linear Congruential Generator (LCG) 

l  Inversive Generator 

l  Mersenne Twister 



PRNG Quality 

l  Unpredictability 
l  Long Period 
l  Stands up to Statistical attacks 



Diehard Battery of Tests of Randomness 

l  Overlapping Permutations 
l  Birthday Spacings 
l  Craps Tests 



Analysis 

l  C/C++ Standard PRNG (LCG): Failed  
l  Inversive Generator: Passed Majority 
l  Mersenne Twister: Passed Majority 



Conclusion 

l  Use built in if quality is not an issue 
l  Inversive Generator not particularly 

good 
l  Mersenne Twister quick, and high 

quality 



Summary 

l  Definitions 
l  Types of PRNGs 
l  Diehard 
l  Analysis/Results 
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