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Overview 

l  The Inference Problem 
l  Privacy 

l  Commercial and Government Uses 

l  Concerns 

l  The Future 



The Inference Problem 

l  Deducing unauthorized information 
from legitimate query responses 

l  The influence of data mining 
- Easier to gather information 

- Easier to block gathering 

Source: Thurasisingham 196-201 



Privacy Issues 

Sources: Thurasisingham 202-203; Han and Kamber 478 

l  World Wide Web 

l  Sensitive information 

l  Security 
- Encryption 

-  Split databases 



Commercial Uses 

Source: Streitfeld 

l  Market basket analysis 

l  Billing information 

l  Amazon.com 



Government Uses 

Sources: Pitts; Zobrist 

l  Terrorism prevention 
- Total Information Awareness 

- Commercial cooperation 

-  Problems 
l  Data quality and quantity 
l  Interpretation 
l  False positives 
l  The Fourth Amendment 
l  Mission creep 



Concerns for Data Mining 

Source: Yang and Wu 

l  Could become a derogatory term 

l  Consumer weariness and confidence 

l  "Big Brother" 



The Future 

Source: Han and Kamber 477-478 

l  Fair information practices 
- Openness 

- Limited use 

l  Opt-out 

l  Enhanced security 



Summary 

l  The Inference Problem 
l  Privacy 

l  Commercial and Government Uses 

l  Concerns 

l  The Future 
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